Remote Control of Functions 
Via Wireless Transmission of Text-Based Messages 



Background 

5 

This invention is directed to providing users of wireless communication devices with the 
capability of controlling functions and sensing conditions present at remote locations by 
transmitting and receiving text-based messages. 

10 Various types of techniques have been devised for permitting users to remotely control 

functions. User operable switches located at a user's location have been connected by wires 
to relays and solenoids at a remote location that are in turn connected to electrically 
controllable devices. Dedicated wireless transmitter and receiver pairs have been utilized to 
replace the wires and provide the user with the ability to remotely control devices while 

1 5 moving within the signal transmission range of the transmitter/receiver set. Home security 
systems also utilize wireless technology to permit users to wirelessly turn on lights and 
activate/deactivate the security system. 

Wireless telephones have continued to evolve. Wireless cellular telephones are now 
20 prevalent in most developed countries throughout the world. In addition to providing 
subscriber voice communications, various types of text-based messaging, such as short 
messaging system (SMS) messages, are now supported on many of the wireless cellular 
systems. This permits users in compatible wireless systems to send character based messages 
to each other. Some cellular systems permit a subscriber to send an SMS message addressed 
25 to an Internet protocol (IP) address so that such messages can be received on a user's 
computer with an Internet connection. 

Although wireless communication technology has continued to make advancements, users 
have been generally limited to utilizing special-purpose devices for the remote control of 
30 functions. Thus, there exists a need to provide users with an improved remote control 
capability that can be accomplished from a subscriber communication device. 
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Summary of the Invention 

It is an object the present invention to provide users with an improved remote control 
capability utilizing text-based messaging available on wireless telephony devices. 

5 

In accordance with an embodiment of the present invention, a remote control device is 
located in an environment proximate to conditions to be monitored and actions to be 
implemented. The remote control device is able to receive and transmit wireless text based 
communications. A user employing a wireless communication device that supports text 
10 based messaging can transmit a control message containing a predetermined command to the 
remote control device. After preferably authenticating the user, the remote control device 
initiates a predetermined action based on receipt of a corresponding command. 

Brief Description of the Drawings 

15 

Figure 1 is a block diagram of a telecommunications system suited for incorporating an 
embodiment of the present invention. 

Figure 2 is a block diagram of an apparatus for receiving text-based control messages in 
20 accordance with an embodiment of the present invention. 

Figure 3 is a flow diagram illustrating initialization of the remote control device in 
accordance with an embodiment of the present invention. 

25 Figure 4 is a flow diagram illustrating initialization of the user's wireless communication 
device in accordance with an embodiment of the present invention. 

Figure 5 is a flow diagram illustrating the operation of the remote control device in response 
to a user command in accordance with embodiment of the present invention. 



30 
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Detailed Description 

In figure 1, a wireless communication device 10, such as a cellular telephone with SMS text 
messaging capability, is supported by a wireless radio access node (RAN) 12. A mobile 
5 switching center (MSC) 14 supports wireless communications for devices supported by RAN 
12 and is coupled to the public switched telephone network (PSTN) 16. An automobile 18 
contains a wireless remote control device 20 that includes an antenna 22. Wireless 
communications with the remote control device 20 is supported by RAN 24. A MSC 26 
supports communications by RAN 24 and is coupled to the PSTN 16. 

10 

Figure 2 is a block diagram of an exemplary wireless remote control device 20. A central 
processing unit (CPU) 30 is coupled to and supported by read-only memory (ROM) 32 and 
random access memory (RAM) 34. The CPU 30 operates under the control of program 
instructions initially stored in ROM 32 and stored during active operation in RAM 34. A 

1 5 cellular communications module 36 is coupled to antenna 22 and to CPU 30. The module 36 
provides a radio frequency (RF) interface providing cellular based communications between 
device 20 and the cellular infrastructure system. An input/output (1/0) module 38 provides an 
interface between input and output signals carried by lines 40 and the CPU 30. In the 
illustrative embodiment the lines 40 are coupled to various functions associated with the 

20 automobile 1 8 such as electronic door locks, activation of the horn and/or headlights, 

arming/disarming of a security system, temperature sensor of the automobile's interior, etc. A 
global positioning satellite (GPS) module 42 is coupled to CPU 30 and provides the CPU 
with location coordinates of the automobile. A user 1/0 module 44 facilitates input and output 
interaction between the user and CPU 30 and may include a keypad including function 

25 control buttons for providing input to the CPU, alphanumeric character entry keys, and a 
display screen for providing output to the user. 

The remote control device 20 may consist of a general or special purpose computer. With 
more computing functions being deployed within automobiles, remote control device 20 
30 could be integrated into an existing computer device deployed to support other functions. The 
cellular module 36 may comprise a wireless modem capable of cellular communications or 
could comprise a stand-alone cellular handset that supports a cable or other communication 
mechanism for transferring command signals, status information, and character based 
information between the cellular handset and CPU 30. Although described for operation with 
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a cellular system, it will be apparent that wireless systems of other than cellular format could 
be used to convey text based messages. 

Figure 3 illustrates an initiation of the remote control device 20. In step 50 the cellular 
module 36 is configured for operation, i.e. any required assignments of conventional 
operational information or parameters are completed such as storing a cellular telephone 
number and registering with a cellular service provider. In step 52 the electronic serial 
numbers (ESN) of the communication devices authorized for transmitting commands to the 
remote cellular device are input and stored for later use in authenticating a request to enter 
commands for the remote control device. Likewise, personal identification number (PIN) 
codes, if used to provide further authentication of users, are stored. In step 54 predefined 
commands are input and stored in the remote control device. Exemplary commands are 
shown in Table 1 below. This process is concluded at END 56. 



Table 1 



Command 


Optional parameter 


Description 








UNLOCK DOORS 


1-9 


Unlocks doors of the vehicle; 1 = opens 
only driver's door; any other No. opens 
all doors; default if no parameter sent is 
open all doors 


HONK 


1 -60 


Causes the horn of the vehicle to 
periodically honk during the time in 
seconds specified by the optional 
parameter; a default value of 5 seconds 
is used if no parameter is specified 


TEMP 


none 


Requests the temperature of the 
passenger compartment determined by 
sensor to be transmitted to the user 


LOCATION 


none 


Requests the location of the vehicle as 
determined by GPS coordinates to be 
transmitted to the user 



5 
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Table 1 is substantially self-explanatory. The "commands" are predetermined words and/or 
phrases such as in ASCII character format. The "optional parameters", if utilized with a 
5 specific command, comprise alphanumeric characters that have a specific predefined 

meaning as defined in the "description" section. For example, the reception of "HONK 5" by 
the remote control device from an authorized user would cause a signal to be generated 
resulting in the horn of the subject vehicle periodically honking for five seconds. This 
command could be useful in helping a user to find a vehicle such as in a large parking lot. 

10 The "LOCATION" command enables the user to determine the geographic location of the 
vehicle; this information is useful in a variety of situations including monitoring the progress 
of the vehicle towards a destination and assisting in locating the vehicle should the vehicle be 
stolen. Preferably the user's communication device 10 is able to display a map on its screen 
showing the location of the vehicle as determined by the received coordinates. Alternatively, 

15 device 10 could store the received location coordinates and transmit these coordinates to a 
separate device capable of determining and displaying the coordinate information on an 
appropriate map. The illustrated commands are merely exemplary of a variety of commands 
that could be utilized to remotely control various functions and request information 
concerning the vehicle (or other apparatus) to be transmitted to the user. It will be apparent 

20 that uses for the remote control device are not limited to applications associated with a 
vehicle. 

Figure 4 illustrates an initiation of the wireless communication device 10. In step 60 a 
remote control software application is preferably loaded in device 10 to assist the user with 

25 the identification and transmission of valid commands to the remote control device. For 
example, the application can display a list of remote control devices, each listed device 
having an associated stored address, on the display screen of device 10 for selection by the 
user. A list of commands available to be transmitted to the selected remote control device 
and associated parameters, if any, can also be displayed on the screen of device 10 for the 

30 user's selection. In step 60 to the addresses of remote control devices to be accessed by the 
user are stored in device 10. In step 64 a predefined list of commands acceptable by the 
remote control devices are stored in device 10. The initiation process terminates at END 66. 
Alternatively, if a remote control application is not available in communication device 1 0, the 
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user can manually input the address of the desired remote control device and manually input 
a text based command to be transmitted to the remote control device. 

Figure 5 illustrates an example of steps practiced in implementing an embodiment of the 
5 present invention. In step 70 the user selects a remote control device to which a command is 
to be directed. This selection may be made by the user selecting the desired remote control 
device from a list of remote control devices displayed on the screen of the user's wireless 
device 10. Alternatively, the user can manually enter an address associated with the desired 
remote control device. In step 72 the user inputs into communication device 10 a desired 

10 command and any corresponding parameters, if required. This can be accomplished by the 
user selecting the desired command from a list of commands displayed on the screen of the 
user's wireless device 10. If parameters are required for the selected command, the 
parameters can likewise be selected from a listing displayed for the user. Following the 
selection of the command and associated parameters, if any, a text based control message 

1 5 containing the command and parameter is transmitted to the selected remote control device 
10. Alternatively, the user can manually enter a text based control message containing the 
command and parameters, if any. In step 74 the control message is transmitted to the remote 
control device 20 from the user's wireless communication device 10. 

20 In step 76 the remote control device 20 upon receiving the control message determines 

whether the control message is authorized. Authorization of the user to originate a control 
message can be based on the received ESN of device 10, a PIN code that was entered by the 
user and transmitted as part of the control message, or a requirement for both. The ESN of 
the transmitting device is normally encoded as part of the transmission protocol and could be 

25 decoded by cellular module 36 and passed to CPU 30 for use in authentication. As explained 
in reference to figure 3, the ESN's and PIN codes are stored in the remote control device 20 
during the initiation process for later use in authenticating the authority of users to transmit a 
control message. A NO determination results in a reply message being sent to the user 
indicating that the control message was unauthorized and ending the process. 

30 

A YES determination by step 76 results in the control message being parsed in step 80 to 
identify the command and associated parameters, if any, received by the remote control 
device 20. If the text based messaging supports messages that have different sections, e.g. a 
header and a body section, the command and parameters entered by the user will preferably 
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be in a predefined section of the message such as in the header to simplify the parsing 
process. After identifying the command and parameters received in the control message, a 
determination is made in step 82 of whether the control message itself is valid. For example, 
if the received command does not match one of the stored list of predetermined commands in 
5 the remote control device, the control message will be determined to be invalid. Upon a NO 
determination by step 82, a reply message is sent to the user in step 84 indicating the receipt 
of an invalid control message and the process ends. 

A YES determination by step 82 results in the CPU 30 of remote control device 20 executing 
10 the received command in step 86. Execution of the command will vary depending on the 
nature of the command and the action to be taken or the information to be obtained. For a 
LOCATE command, the CPU 30 would query and obtain the coordinates from the GPS 
module 42 and return the coordinate information in a text based reply message transmitted to 
the user. The user's address (the address of device 10) will be known to the remote control 
1 5 device from the previously received control message from device 10. For a "HONK 5" 

control message, the CPU 30 will send periodic signals by I/O module 38 to a predetermined 
one of the lines 40 coupled to the vehicle's horn control module causing the horn to honk on 
and off for a 5 second interval. For a TEMP command, the CPU 30 will read an input by 1/0 
module 38 from one of the lines 40 coupled to a temperature sensor located in the passenger 
20 compartment of the subject vehicle, and generate a text based reply message to the user 
containing the sensed temperature. Execution of the command may involve the CPU 30 
communicating with another computer module if the latter controls the subject function or 
has access to the input associated with the command. The CPU 30 may be connected through 
a vehicle wiring harness to the other computer module. 

25 

In step 88 a determination is made of whether a successful command execution occurred. 
The CPU 30 may make this determination based on its successful generation of a control 
signal or based on feedback associated with execution of the function associated with the 
command. A NO determination results in a reply message being sent to the user indicating 
30 an unsuccessful execution of the command in step 90. A YES determination by step 88 
causes a reply message to be sent to the user indicating the successful execution of the 
received command in step 92. This process terminates at END 94. 
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Various changes and modifications can be made to the embodiment of the present invention. 
The remote control device can be usefully employed in a variety of environments in addition 
to a vehicle. For example, it may be desirable to remotely monitor conditions such as 
temperature, presence of water or other substances, pressure, commercial AC power 
5 availability, state of alarms, and to be able to control functions or take actions at the site of 
the remote control device based on such conditions. The remote control device in 
conjunction with the text based commands that can be generated from a wireless device 
provides users with the flexibility of being able to monitor conditions and issue commands 
regardless of the location of the user. Any text based messaging protocol can be utilized 

10 including SMS messaging and IP formats including various types of instant messaging and e- 
mail. If another wireless protocol is used, it will be apparent to those skilled in the art that a 
compatible infrastructure will be required to facilitate communications between the wireless 
communication device of the user and the remote control device. Location techniques other 
that GPS could be used to determine and communicate the geographic location of the remote 

15 control device. 

Although an embodiment of the present invention has been described and shown in the 
figures, the scope of the invention is defined by the claims that follow. 



